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Protecting State Driver’s License Information

Background

Currently, 19 states plus the District of Columbia and Puerto Rico have enacted laws making driver's

are considering similar policies.

Under the federal REAL ID Act of 20052 states may issue driver's licenses to applicants who are U.S.
citizens, lawfully residing immigrants, and/or people who cannot prove that they are authorized to be
in the U.S. REAL ID-compliant licenses may be provided only to lawfully residing individuals. States
may also issue licenses that do not satisfy REAL ID Act criteria (“non-REAL ID licenses" or “standard
licenses") to citizens and immigrants of all immigration statuses, though state laws and rules for
obtaining these licenses differ.

Minnesota's law will be effective on October 1, 2023.

2 The REAL ID Act of 2005 requires states to meet certain requirements, including proof of lawful presence in the
U.S., for their licenses to be acceptable as identification for certain federal purposes. The act also allows for states
to issue licenses that do not comply with REAL ID Act requirements.


https://unsplash.com/@denizen?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/driving?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
http://www.nilc.org/state-laws-providing-dl-access/
http://www.nilc.org/untangling-immigration-enforcement-web/
http://www.nilc.org/untangling-immigration-enforcement-web/
http://www.nilc.org/state-laws-providing-dl-access/
http://www.nilc.org/state-laws-providing-dl-access/
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purposes.? Many of the state laws authorizing issuance of licenses to residents regardless of their
immigration status include provisions limiting affirmative disclosure of department of motor vehicles
(DMV) information. But DHS may have independent access to some of that data through means such as
electronic networks, or simply by requesting information. State officials may be unaware of how these
systems work or of whether their agencies comply with state rules.

This issue brief outlines some steps that states have taken and that advocates can pursue to protect
confidential information provided to their DMVs, We provide links to the laws that have been enacted
and policies that have been adopted. We do not suggest that these laws and policies are all models for
other states. They are generally a result of negotiations or compromises that were achievable in a
particular year. Some laws and policies are more comprehensive or stronger than others. Protecting
consumer privacy often requires a multi-year strategy, and an imperfect protection may be the first
step in the process.

To protect drivers’ privacy, you will need to understand the mechanisms by which
DHS and its component agencies obtain information from driver’s license databases

The mechanisms DHS uses to obtain information from driver's license databases differ from state to
state. Potential means of obtaining the information include public records act (PRA) requests or having
conversations with the DMV or the state attorney general's office.

requests submitted by the ACLU of Northern California and NILC#

Explore administrative measures and other strategies to limit DHS
access to DMV information

the agency that issues driver's licenses, had been releasing information from driver's license
applications and photographs to ICE in response to a simple request.® This occurred despite the
Washington governor's sweeping 2017 executive order banning the use of state resources to enforce
federal immigration law.® In response to strong advocacy, the state instituted new polices including:

3 For an overview of information-sharing mechanisms, see Untangling the Immigration Enforcement Web: Basic
Information for Advocates about Databases and Information-Sharing Among Federal, State, and Local Agencies

6 Executive Order 17-01: Reaffirming Washington's Commitment to Tolerance, Diversity, and Inclusiveness (Office of
the Governor, State of Washington, Feb. 23, 2017),
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» DOL employees are prohibited from sharing information with ICE in response to either civil
immigration enforcement queries or inquiries under 8 USC secs. 1324, 1325, and 1326 (criminal
immigration enforcement).” All requests for information from federal immigration agencies go
through the governor's office for review. Only requests with judicial warrants are answered.

Unit (LIV) for photos, applications, vehicle titles, and other documents.®

» The state terminated ICE's and the CBP Office of Professional Responsibility's access to the state's
online Driver and Plate Search (DAPS) database and revised the DAPS user agreement to prohibit its
use “for purposes of investigating, locating, or apprehending individuals for immigration related
violations" (emphasis added).®

» The DOL no longer transmits Social Security numbers to the statewide law enforcement
telecommunications system, ACCESS (the acronym for “A Centralized Computerized Enforcement
Service System”), which is operated by the Washington State Patrol (WSP).

» Law enforcement agencies must enter into a contract with the WSP to use ACCESS. The contract
contains a permissible use clause limiting searches to criminal investigations. Users must include a
purpose code for each search,

database provisions requiring that all users of the California Law Enforcement Communications System
(CLETS) agree that they will not use any information for purposes of immigration enforcement, with
respect to an individual who does not have a criminal history.* In addition, all CLETS-subscribing

78 USC 1324 prohibits “bringing in and harboring certain aliens”; 8USC 1325 prohibits “unlawful entry by alien”;and 8
USC 1326 prohibits "reentry of removed aliens.”

8 Emily Boerger, "DOL Terminates Data Contracts with Federal Immigration Agencies,” Washington State Wire, MAY

11 Information Bulletin from Xavier Becerra, Attorney General of California, to All Chiefs of Police, Sheriffs, and
Executives of California Law Enforcement Agencies, Subject: California Values Act's Database Guidance (No. 18-10-

CLETS is a “law enforcement communications network available to all public agencies of law enforcement within
the state.” California Law Enforcement Telecommunications System: Policies, Practices and Procedures (and Statutes)

www.nilcorg f ¥ O 3


https://www.facebook.com/NILC/
https://twitter.com/NILC
https://www.youtube.com/user/NationalImmLawCenter
https://www.instagram.com/nilc/
https://nilc.org/
https://washingtonstatewire.com/dol-terminates-data-contracts-with-federal-immigration-enforcement-units/
https://www.seattletimes.com/seattle-news/wa-drivers-license-applications-no-longer-ask-where-a-person-was-born/
https://oag.ca.gov/sites/all/files/agweb/pdfs/info_bulletins/18-10-cjis.pdf
https://washingtonstatewire.com/dol-terminates-data-contracts-with-federal-immigration-enforcement-units/
https://washingtonstatewire.com/dol-terminates-data-contracts-with-federal-immigration-enforcement-units/
https://www.seattletimes.com/seattle-news/wa-drivers-license-applications-no-longer-ask-where-a-person-was-born/
https://www.seattletimes.com/seattle-news/wa-drivers-license-applications-no-longer-ask-where-a-person-was-born/
https://oag.ca.gov/sites/all/files/agweb/pdfs/info_bulletins/18-10-cjis.pdf
https://oag.ca.gov/sites/default/files/clets-ppp%2012-2019.pdf
https://oag.ca.gov/sites/default/files/clets-ppp%2012-2019.pdf
https://www.eff.org/cases/california-law-enforcement-telecommunications-system

Q NATIONAL

[
1LC

IMMIGRATION
LAW CENTER

entities must submit Values Act compliance documentation or face termination of access to CLETS*?
ICE Enforcement and Removal Operations and the Automated Regional Justice Information System in
San Diego County have refused to agree to the terms of a new agreement and have been cut off from
access to CLETS®

Litigation may be necessary to accomplish administrative changes limiting DHS
access to DMV information in your state

In Vermont, advocates settled a lawsuit filed in the local U.S. district court challenging the state DMV's
racially discriminatory information-sharing practice and collaboration with federal immigration agents,
which primarily targeted Latinx individuals.** The settlement includes provisions (1) limiting the
information the DMV can collect and prohibiting the DMV from making copies of documents people
submit when applying for driver's licenses, (2) requiring the destruction of documents previously
obtained, and (3) outlining business protocols that DMV must follow when receiving information
requests from federal agencies, to limit the circumstances under which that information may be shared
with them.

Take affirmative steps to ensure that unauthorized individuals are
not identified or isolated through application procedures or license
issuance

» Standard licenses should be available to citizens as well as immigrants regardless of their status.*s

» Application procedures should not discriminate based on the type of license an applicant is seeking.
For example, a state could use the same application form for all applicants and could choose not to
indicate which documents an applicant used to prove age or identity, the person's eligibility or
ineligibility for a Social Security number, or the person's citizenship or immigration status.

» Adopt provisions prohibiting requirements that would compel applicants to admit in writing that they
do not have proof of lawful presence in the U.S.* or to explain why they are ineligible for a Social
Security number.”

2 PowerPoint presentation by David Carlsen, CLETS Information Technology Representative, to CLETS Advisory
Committee, Subject: Senate Bill 54, the California Values Act (June 26, 2019),

8 As is the case in California, Maryland, New Jersey, New Mexico, New York, Oregon, Vermont, and Washington.
® See, eg., New York's A3675B, sec. 5,
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» Adopt provisions that limit the information and documents that must be collected.®

» Adopt provisions limiting retention of documents presented in the application process, thus
protecting those documents from disclosure.*®

» To the extent permissible under the REAL ID Act, minimize the difference in appearance between
REAL ID and non-REAL ID or standard licenses.?°

» Refrain from imposing more burdensome requirements on applicants for non-REAL ID licenses than
on applicants for REAL ID licenses®

Enact legislation to protect the confidentiality of driver’s license
information

» Statutory language should protect the confidentiality of documents and information provided in
applying for a license.

» Statutory language should limit the disclosure of records that indicate whether a person has a REAL
ID or a non-REAL ID license.

Examples of enacted provisions are:

(j) Information collected pursuant to this section is not a public record and shall not be disclosed
by the department, except as required by law.

(k) Documents provided by applicants to prove identity or residency pursuant to this section
shall not be disclosed except in response to a subpoena for individual records in a criminal
proceeding or a court order, or in response to a law enforcement request to address an urgent
health or safety need if the law enforcement agency certifies in writing the specific
circumstances that do not permit authorities time to obtain a court order. Immigration
enforcement, as defined in Section 7284.4 of the Government Code, does not constitute an
urgent health and safety need for purposes of this subdivision

8.
9 New York's A3675B, sec. 5 (note 17, above); New Jersey's A4743, sec. 5 (note 18, above).
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Notwithstanding any other law, any document provided by the applicant to the department for
purposes of proving the applicant's identity, true, full name, California residency, or that the
applicant’s presence in the United States is authorized under federal law, is not a public record
and may not be disclosed by the department except in response to a subpoena for individual
records in a criminal proceeding or a court order, or in response to a law enforcement request to
address an urgent health or safety need if the law enforcement agency certifies in writing the
specific circumstances that do not permit authorities time to obtain a court order. Immigration
enforcement, as defined in Section 7284.4 of the Government Code, does not constitute an
urgent health and safety need for purposes of this subdivision

» Under the New York law:?®

Any portion of any record retained by the commissioner in relation to a noncommercial driver's
license or learner's permit application or renewal application that contains the photo image or
identifies the Social Security number, telephone number, place of birth, country of origin, place
of employment, school or educational institution attended, source of income, status as a
recipient of public benefits, the customer identification number associated with a public utilities
account medical information or disability information of the holder of, or applicant for, such
license or permit is not a public record and shall not be disclosed in response to any request for
records except: (@) to the person who is the subject of such records; or (b) where expressly
required pursuant to chapter three hundred three of part A of subtitle vi of title forty-nine of the
United States code; or (c) where necessary to comply with a lawful court order, judicial warrant
signed by a judge appointed pursuant to article Il of the United States constitution, or subpoena
for individual records issued pursuant to the criminal procedure law or the civil practice law and
rules.

In addition:

The commissioner shall not disclose or otherwise make accessible original documents or copies
of documents collected from noncommercial driver's license or learner's permit applicants or
renewal applicants to prove identity, age, or fitness [subject to the same exceptions as the
preceding section]

ICE has interpreted the New York provisions to prevent its access to DMV data through the
automated information exchange system, Nlets.28 According to ICE, “New York has blocked U.S.
Immigration and Customs Enforcement (ICE) [through Nlets] by ORI loriginating agency identifier]

safety need for purposes of this subdivision.
26 New York's A3675B, sec. 2,

27 [d,

28 Nlets describes itself as “the premiere interstate justice and public safety network in the nation for the exchange

as criminal justice information. ICE, Customs and Border Protection (CBP), and U.S. Citizenship and Immigration
Services (USCIS) are “core members of Nlets. Nlets Overview (PowerPoint), available from
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codes, and has instructed all law enforcement agencies/departments with access that providing
New York DMV records to ICE will result in a loss of access to their agency."?9

» Under Virginia's SB34, sec. 46.2-328.3 C, the Department of Motor Vehicles shall not release proof
documents to obtain a driver privilege card, information regarding the type of proof documentation
provided, and applications except upon request of the applicant or pursuant to a court order.3°

» Under Virginia's HB 2163, sec. 46.2-208 E, the Department of Motor Vehicles is prohibited from
releasing “privileged information” unless the requester has entered into a written agreement
authorizing the release.® The statute limits the purposes for which privileged information may be
released, such as for insurance claims, vehicle title checks, and car manufacturer recalls. Information
disseminated to third parties or by third parties is subject to the same restrictions — and may be
released only for the original purpose for which it was sought. Under sec. 46.2-208 G, the DMV must
conduct annual audits of the release of privileged information.3 Under sec. 46.2-208 H, requests for
privileged information by governmental agencies are subject to a ban on the DMV's dissemination of
information for civil immigration enforcement purposes without a lawful judicial order, judicial
subpoena, or judicial warrant.33

> Statutory language can protect the confidentiality of information regarding an applicant's Social
Security number or ineligibility for one. For example:

¢ California Vehicle Code sec. 1653.5(f) provides that, "Notwithstanding any other law, information
regarding an applicant's social security account number, or ineligibility for a social security
number, obtained by the department pursuant to this section, is not a public record and shall not
be disclosed by the department except for any of the following purposes ..."3

o New Jersey's A4743 sec. 8 protects the confidentiality of information regarding an applicant's
Individual Taxpayer Identification Number, Social Security number, or ineligibility for a Social

29 | ewis-McCoy et al v. Wolf et al (1:20-cv-01142-JMF)( S.D.N.Y.), Administrative Record, Document 43-1, filed Apr.
24,2020, p. 18 of 64. ORI is an abbreviation for “originating agency identifier,” and an ORI code identifies the agency
making a request through Nlets. See “Section 01: Introduction,” Nlets Wiki/User Guide,

also sets conditions for the release of information related to issuance of a driver privilege card. These limited
conditions reflect law enforcement agencies' open access to driver's license information. Advocates will continue
to press for stronger protections.

information, as defined in sec. 46.2-208 A. 1., includes personal information as defined in sec. 2.2-3801, driver
information (all data that relates to driver's license status and history), identification card status, and vehicle
information.
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Security number, subject to certain exceptions, including where there is a warrant signed by a
state or federal judge, a lawful court order, or a subpoena.?

» Statutory language in some states specifically limits whether DMV information may be used for civil
immigration enforcement.

e Some states have included a restriction on the release of information pertaining to immigration
status® or for purposes related to federal immigration laws.3”

entanglement in immigration enforcement, though it contains no specific reference to DMV
records3®

e Sec. 46.2-208 B.9. of Virginia's law, HB 2163, prohibits dissemination to government and law
enforcement agencies of any “privileged information” for any purposes related to civil
immigration enforcement without the consent of the subject of the information or without a
lawful judicial order, judicial subpoena, or judicial warrant.?®® Individuals whose information is
requested for civil immigration enforcement purposes must be notified of the requests within
three business days. As mentioned above, those who request privileged information under
section E must certify that the information will not be used for civil immigration purposes or
knowingly disseminated to a third party for civil immigration enforcement.+°

documents with immigration agents without a judicial warrant, subpoena, or court order, and
prohibits sharing data with third parties unless those parties certify that they will not use or
knowing share the data for civil immigration enforcement purposes.#

» Statutory language can also prevent the use of state or national criminal justice networks to
disseminate information for civil immigration enforcement. For example, under Virginia's sec. 46.2-
208 E, agreements between the DMV and the Department of State Police for the release of
privileged information must specify that such information can be disseminated only to criminal
justice agencies and can be accessed, used and disseminated only for criminal justice purposes.*
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The State Police operates the Virginia Criminal Justice Network (VCIN), through which ICE obtains
driver information. 43

> Statutory language may prevent the sharing of driver's license data through provisions that more
broadly prevent state agencies from disclosing personal data for immigration enforcement
purposes. For example, under Colorado's SB 131;

¢ State employees are prohibited from disclosing personal identify information, including through
databases or automated networks, “for the purpose of investigating for, participating in,
cooperating with, or assisting in federal immigration enforcement, including enforcement of civil
immigration laws and 8 U.S.C. sec. 1325 or 1326, except as required by federal or state law or as
required to comply with a court-issued subpoena, warrant, or order."

¢ State employees who intentionally violate provisions of the law are subject to an injunction and a
civil penalty of fifty thousand dollars.#

¢ Third parties (persons or entities that are not state agencies or employees or otherwise
associated with state agencies) are subject to the same limitation and must certify their
compliance with it4

recognition searches, photo image searches, or access to state or local law enforcement
databases by federal agencies for immigration enforcement purposes in the absence of a valid
federal or state judicial warrant; and requires reports of any such requests, searches or
disclosures by the Motor Vehicle Administration, State Police, and the Department of Public
Safety and Correctional Services.#

commercial entities, or other persons from obtaining access, using, or otherwise disclosing,

43 Virginia DMV Data Sharing with ICE: How Does It Happen and How HB2163 Can Stop It (Legal Aid Justice Center,
Virginia Coalition for Immigrant Rights, Just Futures Law, and ACLU People Power Fairfax, Feb. 3, 2021),

the Colorado attorney general issued guidance to state government agencies restricting the sharing of a wide
range of personal identifying information (PIl), including place of birth, Social Security or tax identification number,
and immigration or citizenship status. This information could be disclosed for active criminal investigations, in
response to a court order, subpoena, or warrant, as required by federal or state law or rules, and could not be
shared solely for federal civil immigration purposes. Guidance to Executive Branch Departments and Agencies on
Data Privacy, from Colorado Governor Jared Polis, May 20, 2020,

greater protections because they were concerned that ICE would claim that it was pursuing criminal investigations
when its intent was to carry out civil immigration enforcement. They also feared that the word “solely” left too much
room for personal information to be shared.
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noncriminal history information maintained by the Department of Motor Vehicles, for the
purpose of immigration enforcement 4

receives or has access to records or information from the division, including photo images, to
certify, before such receipt or access, that such person or entity shall not (1) use such records
or information for immigration enforcement purposes; or (2) Disclose such records or
information to any other agency or entity, or to any employee or agent of any such agency or
entity, unless that other agency or entity also certifies that the information will not be used for
purposes of enforcing immigration law."?

Minnesota’s HF 4 similarly requires data requesters to certify that they will not “use the data for
civilimmigration enforcement purposes or disclose the data to a state or federal government
entity that primarily enforces immigration law or to any employee or agent of any such
government entity."”® The law provides for audits, and potential civil and criminal penalties for
violations of the certification requirement.

Limit access to photographs and images

Local, state, and federal law enforcement agencies, including ICE, have long relied on driver's license
databases to obtain information, such as addresses, about drivers and car owners or to obtain driver's
license photos5* And for many years, the FBI and ICE have asked states to use their face recognition
systems to search photos in their DMV databases.?* Here are some suggestions for how to limit
immigration enforcement’s access to residents’ photos and images stored in state databases:

the request of ICE or the FBI, or if the federal agencies can conduct their own facial recognition
searches against the databases.®® Determine whether your state shares driver's license photos
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searches and photo sharing could be prevented administratively in some states.

» Consider legislation that specifically prohibits your state from running facial recognition searches
against photos in the DMV databases at the request of ICE, the FBI, or other federal agencies or that
allows the federal agencies to run their own facial recognition searches against the databases.

e For example, in 2021 Utah enacted SB 34, which bans government entities from using facial
recognition technology to scan driver's license databases, with certain exceptions for local law
enforcement, and prohibits the use of facial recognition systems for civil immigration
enforcement®

¢ In August 2021, the governor of Illinois signed SB 225, which prohibits Illinois's secretary of state
from providing facial recognition search services or photographs obtained in the process of
issuing an identification card or a driver's license or permit to any federal, state, or local law
enforcement agency or other governmental entity for the purpose of enforcing federal
immigration laws.5®

¢ In December 2021, the Maryland Legislature overrode the governor's veto of HB 23. The new
law denies access to photographs in public records or facial recognition searches for the
purpose of enforcing federal immigration law, in the absence of a valid federal or state judicial
warrant.5”

» Consider comprehensive legislation limiting disclosure of personal information for immigration
enforcement that would include facial recognition searches. For example, Colorado's SB-131
prohibits state employees from disclosing or making accessible personal information for use in
immigration enforcement except as required by federal or state law or to comply with a court-
issued subpoena, warrant, or order 8

» Consider legislation that imposes restrictions on transmission of driver's license photos through
automated systems or based on a request from a law enforcement agency — for example, by
requiring that photos not be transmitted except if authorized by a judicial warrant or a court order.5°

54 https.//www.nlets.org/resources/maps/initiatives/key.
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