G T
LME MEMORANDUM OF UNDERSTANDING
Stwsiem DRIVERS LICENSE AND/OR MOTOR VEHICLE RECORD DATA EXCHANGE

Contract Number

etween |CE Enforcement Removal

This Memorandum of Understanding (MOU) is made and entered into by and b
Operations Miami Field Office. __ hereinafter referred to as the Requesting Party and the Department of Highway

Safety and Motor Vehicles herelnafter referred to as the Providing Agency.

1. Purpose of the Data Exchange

The purpose of this MOU is to establish conditions under which the Providing Agency agrees to provide electronic
access to driver license and motor vehicle data to the Requesting Party as follows:

Typs of Data Requested Statutory Fees (subject to change by the Legislature)

0O DL/DMV transaction data A No Charge

| O Driver license status O $0.50/record, per 5. 320.05
O Motor vehicle status O _$0.50/record, per s. 320.05, F.S.
O Driver license transeript (3-year) O 38.00/record, per s. 322.20, F.S.
O Driver license transcript (7-year or complete O $10.00/record, per s. 322.20, F.S.

O 30.02/record (rounded to nearest $0.01 dally prier
to electronic funds transfer. TML will determine fee on

an annual basls)

O Motor vehicle list i O _$0.01/recerd, per s. 320.05, F.S.
]

[ 01 Driver license list 0 $0.01/record, per s. 322.20, F.S.
O Driver record search D $0.01/record or $2.00/record if no record is found,

per s. 322.20, F.S.

O Cost recovery fee for TML, Inc.*

O _Motor vehicle record O $0.50/record, per s. 320.05, F.S.
| O Residency verification D $0.01/record, pers. 322.20, F.S.
@ _DAVID (criminal justice use oniy; N/A
O DAVE (govemment agencies only) N/A
| D with Photos/Signatures '
O Motor Vehicle Insurance Data N/A

Exchange/Verification

* TML Information Services, Inc. owns and operates the computer hardware and software that aliows remote
interactive access to the databases of the Providing Agency for the Requesting Party. For each single transaction
received by the system, one type driver license history will be returned.

O The Requesting Party is not requesting personal information and/or is not qualified to obtain personal information
pursuant to the Driver's Privacy Protection Act.

@ The Requesting Party is requesting personat Information and declares that it is qualified to obtain personal
information under the following exception numbers, as listed in Attachment 1, authorized by the Driver Privacy

Protection Act: 2 . Personal Infor_malion will be used as follows:

Law enforcement purposas.

O The Requasting Party is authorized to receive a 9-digit sceial security number[__] a 4-digit social security
number, pursuant to Chapter 119, F.S., or other applicable laws. T ) :

O The Requesting Party is authorized to recelve insurance data on a per record basis for the purposes, pursuant to
saction 713.78(4)(b), F.S., or other applicable laws. The Requesting Party may only re-release this information to
parties authorized to receive it under section 713.78(4)(b), F.S.

Recelved by (Initial/Date)
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il.  Definitions
A. “Drivers Privacy Protection Act’ (DPPA) ~ 18 United States Code section 2721 et seq.

B. “Providing Agency’ — The Department of Highway Safety and Motor Vehicles. The agency responsible for
granting access to driver licanse and/or motor vehicle data to the Requesting Parly.

C. “Requesting Party” — Any entity type that is expressly authorized by section 119.0712(2), Florida Statutes
and DPPA to receive perscnal information and highly restricted perscnal information that requests
information contained in & driver llcense, motor vehicle, or traffic crash record.

D. °Parties” = The Providing Agency and the Requesting Party.

E. “Third Party” - Any Individual, association, organization, or corporate entity who receives driver license
and/or motor vehicle data maintained and released by the Providing Agency or Requesting Party.

F. “Govemment Entity” — Any federal, state, county, county officer, or city govemment, Including any court or
law enforcement agency.

G. °Network Provider” - A Requesting Party whose access Is provided by remote electronic means through the
System to request specific types of data at a minimum of 5,000 transactions per month. A six (6) month
startup peried will be allowed for new Network Providers, during which time, less than 5,000 transactions per

menth will be accepted.

H. “Personal Information® — Information found in the motor vehicle or driver record which includes, but is not
limited to, the subject's driver identification number, name, address, telephone number, and medical or
disability information. Personal information does not include Information related to vehicular crashes, driving

violations, and driver's status.

L. “Vendor Number" — A unique number assigned to the Requesting Parly by the Providing Agency that
" identifies the type of record authorized for release and it's associated fees. Misuse of a vendor numbser to
obtain information is strictly prohibited and shall be grounds for termination in accordance with Section IX.

J. “*Driver license information® — driver licensa and identification card data coflected and maintained by the
Providing Agency.

K. °Motor vehicle information® — titie and registration data collected and maintained by the Providing Agency for
vehicles, and mobile homes.

. Legal Authority

The Providing Agency maintains computer databases containing information pertalning to driver licenses and motor
vehicles pursuant o Chapters 319, 320, and 322, Florida Statutes; and

The driver license and motor vehicle data contained in the Providing Agency databases is defined as public record
pursuant to Chapter 118, Florida Statutes; and

The Providiﬁg Agency as custodian of the foregoing records may provide access by remote electronic means and
charge a fee for the direct and indlrect costs of providing such access, pursuant to sections 118.0712(2), 320.05,

321.23, and 322,20, Florida Statutes, and other applicable rules and policies; and

The Requesting Party mlght obtain via remote elsctronic means blocked personal information exempt from public
disclosure as provided pursuant to section 119.0712(2), Florida Statutes, the Requesting Party shall maintain the
confidential and exempt status of such data. Anyone accessing records obtained per this agreement must ensure
that the end users of the records are complying with sectlon 119.0712(2), Florida Statutes and DPPA.

'Ih"‘thParﬂes. in consideration of the promised and mutual covenants hereinafter contained, do hereby enter into this
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V. Statement of Work

A. The Providing Agency agrees fo:

1.

10.

1.

Provide the Requesting Party with the technical specifications required to access driver license and/for
moter vehicle information In accordance with the access method being requested.

Allow the Requesting Party/Network Provider to electronically access driver license and/or motor vehicle
data.

Accept the Requesting Party/Network Provider's electronic requests and respond with appropriate data.
At a minimum, 80% of the responses to electronic requests from Natwork Providers will cceur within 15

seconds of receiving the transaction.

Coliect all fees, pursuant to applicable Florida Statutes, rules and policies for pfm}iding the eleptronlcally
requested data, The fee shall include all direct and-indirect costs. of providing. remote electronic access,

according to section 119.07(2){c}), Florida Statutes,

Collect all fees due for slectronic requests through the Automated Clearing House account of the
banking institution which has been designated by the treasurer of the State of Florida for such purposes.

Discontinue access of the Requesting Party for non-payment of required fees. The Providing Agency
shall not be responsible for the failure, refusal, or inability of the Requesting Party/Network Provider to
make the required payments, or interast on late payments for pericds of delay atfributable to the action

or inaction of Network Providers,

Not indemnify or be liable to the Requesting Party/Network Provider for any driver license or motor
vehicle information, programs, job streams, or similar items delayed, lost, damaged, or destroyed as a
result of the electronic exchange of data pursuant to this MOU, except as provided In sectien 768.28,

Florida Statutes. .

Notify the Requesting Party/Network Provider thirty (30) days prior to changing any fes schedules when
it is reasonable and necessary to do so, as determined by the Providing Agency. All fees are
established by Florida law. Any changes in fess shall be effective on the effeclive date of the
comesponding law change. The Requesting Party/Network Provider may continue with this MOU as
modified or it may terminate the MOU In accordance with Section IX., subject to the payment of all fees

incurred prior to termination.

Perform all obligations to provide access under this MOU contingent upon an annual appropriation by the
Legistature,

Provide electronic access for Network Providers to driver license and/or motor vehicle information 24
hours a day, 7 days per week other than scheduled maintenance or cther uncontroilable disruptions.
Scheduled maintenance normaliy cccurs Sunday mornings between the hours of 6:00AM and10:00AM.

Provide an agency contact parson for assistance with the implementatien. of this MOU,

B. The Requesting Party agrees to:

1.

For the Requesting Party, driver license and/or motor vehicle, information may only be used for the
express purposes described herein. Infermation obtained from the Providing Agency by the Requesting
Party shalt not be retained by the Requesting Party, unless obtained for a law enforcement purpose or
resold to any Third Party.

Be responsible for interfacing with any and all Third Party end users. The Providing Agency will not
interact directly with any Third Party end users. Requesting Party shell not give Third Party end users
the name, E-mail address, and/or telephone number of any Providing Agency empioyee without the
express written consent of the Providing Agency. [This does not apply {o Government Entities.]
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3. Maintain a help desk for its Third Party end users, Personnel assigned to this help desk shail be fully
trained on ali aspects of the electronic access and shall be prepared to answer ali Third Party end user
questions. In cases where the Requesting Party/Network Provider help desk personnel are unable o
answer a question from a Third Parfy end user and that guestion must be answered by Providing Agency
personnsl; the Requesting Party shall obtain the answer from the Providing Agency and then relay the
answer to the Third Party end user. [This does not apply to Govemment Entities.}

4. Ensure that its employees and agents comply with Section V. Safeguarding Information procedures of
this MOU.,

5. Not assign, sub-contract, or otherwise transfer its rights, duties, or obligations under this MOU without
the express written consent and approval of the Providing Agency.

6. Use the information received from the Providing Agency only for the purposes authorized by this
agreement.

7. Protect and maintain the confidentiality and security of driver license and/or motor vehicle information
received from the Providing Agency In accordance with this MOU and appliceble state and federal law.

* 8. To the extent allowed by law, the Requesting Party shall defend, hold harmiess and Indemnify the
Providing Agency and ils employees or agents from any and ail claims, actions, damages, of l0sses
which may be brought or alleged against its employees or agents for the Requesting Party's negligent,
improper, or unauthorized use or dissemination of information provided by the Providing Agency.

"9. Update user access permissions upon termination or reassignment of users within 5 working days and
immediately update user access permissions upon discovery of negligent, improper, or unauthorized use
or dissemination of information. Conduct quarterly quality control reviews to ensure all current users are

appropriataly authorized.

10. For ail records containing personal information released to a Third Party, maintain for a period of 5 years,
records Identifying each person or entity that receives the personal information and the permitted
purpese for which It will be used. The Requesting Party shall make these records available for
inspection upon request by the Providing Agency. [This does not apply to Government Entitiss.j

11. Pay all costs assoclated with electronic access of the Providing Agency’s driver license and/or motor
vehicle Information; such costs shall include all one time, recurring, and usage charges for all hardware,
software, and services required to connect to and use the elecironic access. Payment must be in
advance of receiving any information or using electronic means as follows:

» Complete and sign the appropriate document(s) to allow the Providing Agency’s designated banking
institution to debit the Requesting Party's designated account. .

* Maintain an account with a banking institﬁﬁon as required by the Providing Agency.

» Pay zll fees due the Providing Agency by way of the Automated Clearing House account of the
Providing Agency’s designated banking institution. Collection of transaction fees from eligible and
authorized Third Party end users is the responsibility of the Requasting Party.

12. Minimum Transaction Level ~ In order to qualify for direct connection to a port, the Network Provider
must agree to submit a minimum of §,000 transacticns per month for driver transcripts or 2,500
transactions for public records access program for motor vehicle/driver license status checks. A six-
month startup period will be allowed, during which time less that the minimum will be acceptable. Inthe
event the Network Provider does not maintain the minimum transaction per month beginning with the first
day of the seventh month and every month thereafter, the Network Provider's direct connection o a port

will be terminated. .
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V. Safequarding Information
e confidentiality of all information received under this agreement in

The Paries shall access, use and malntain th
‘accordance with Chapter 118, Florida Statutes, and DPPA. Information obtained under this agreement shall only be

disclosed to persons to whom disclosure is atithorized under Florida law end federal law. Any person who willfully
and knowingly viclateés any of the provisions of this section is guilty of a misdemeanor of the first degree punishable
as provided in sections 119.10 and 775.083, Florida Statutes. In addition, any parson who knowingly discloses any

informatioh in violation of DPPA may be subject to criminal sanctions and civil liability. :

The Parties mutuaily agree fo the following:

A. Information exchanged will not be used for any purposes not specifically authorized by this agreement.
Unauthorized use includes, but is not limited to, queries not related fo a legitimate business purpose,
personal use, and the dissemination, sharing, copying or passing of this information to unauthorized persons.

B. Information e;cchanged by electronic means will be stored in a place physically secure from access by
unawthorized persons.

C. Access to the information exchangad will be protected in such a way that unauthorized persons cannot’
review or retrieve the information. :

D. All personne! with access to the information exchanged under the terms of this aQreement will be Instructed.
of, and acknowledge their understanding of, the confidential. nature of the information. ~ These

acknowledgements must be maintained in a current status by the Requesting Party.

E. All personnel with access to the Information will be instructed of, and acknowiedge their understanding of,
the criminal sanctions specified in state law for unauthorized use of the data, These acknowledgements

must be maintained in a current status by the Requesting Party.

F. Al access to the information must be monitered on an on-going basis by the Requesting Party. In addition,
the Requesting Parly must complete an annual audit to ensure proper and authorized use "and

dissemination. .

G. By signing the MOU, the representatives of the Providing Agency and Requesting Party, on behalf of the
respeclive Parties attest that their respective agency procedures will ensure the confidentiality of the
_information exchanged will be maintained. .

Vi, Compliance _a_m:ll Control Measures -

A. Internal Contro! Attestation - This MOU is contingent upon the Requesting Party having appropriate .
internal controls over personal data sold or used by the Requesting Party to protect the personal data from
unauthorized access, distribution, use, modification, or disclosure. Upen request from the Providing Agency,
the Requesting Party must submit an sttestation from a currently licensed Certified Public Accountant
performed in accordance with American Institute of Certified Public Accountants (AICPA) “Statements on
Standards for Attestation Engagement.” In lieu of submitting the attestation from 2 currently licensed Certified
Public Accountant, Requesting Party may submit an alternate certification with pre-approval from the
Department. In the event the Requesting Pasty is a governmental entity, the attestation may be provided by
the entity’s intemal auditor or inspecior general. The aftestation must indicate that the intemal controls over
personal data have been avaluated and are adequate to protect the personal data from unauthorized access, .
distribution, use, modification, or disclosure. The attestation must be recelved by the Providing Agency within
180 days of the written request. The Providing Agency may extend the time to submit the attestation upon
written request and for good cause shown by the Requesting Agency. ;
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B. Misuse of Personal Information — The Requesting Party must immediately notify the Providing Agency and
the affected individual following the determination that persenal information has been compromised by any
unauthorized access, distribution, use, modification, or disclosure. The statément to the Providing Agency
must provide the date and the number of records affected by any unauthorized access, distribution, use,
modification, or disclosure of personal information. Further, as provided in section 817.5681, Florida

- Statutes, the document must provide a statement advising if individuals whose personal [nfdrmation has
been compromised have been notified and, if not, when they will be notified. The statement must include the
comective actions and the date these actions are completed by the Requesting Party.

C. The Providing Agency shall recsive an annual affimation from the Requesting Party indicating compliance
with the requirements of this agreement no later than 45 days after the anniversary date of this agreerpent.
VI, Perlod of Performance

This MOU shall be effactive upon the last signature of the Parties to this agreement and will remain in effect for three
years from the date of execution, as provided on the next page. Once executed, this MOU syupersedes all previous
agreements for these conditions of services defined in Section 1.

Vill. Amendments

A. This MOU incorporates all prior nagotiations, [nterpretations, and understandings between the Parties, and is
the full expression of thelr agreement. -

B. This MOU may be sﬁbsequently amended by witten agreament bstween the Parties. Any changs,
alteration, deletion, or addition to the terms set forth in this MOU and its numbered addendums must be by

written agreement executed by both Parties.

C. All provisions not in confiict with the amendment(s) shall remain in effect and are to be performed as
specified in this MOU. . S

X Tenmpinatio

A. This agreement may be terminated for cause by aither party upon finding that the terms and conditions
containad herein are not being followsd, No written notice or notifying perlod will be required. '

© B. This agreement is sdbject to unilateral cancellation by the Providing Agency without notice for failure of the
Requesting Party to comply with any of the requirements of the MOU and applicable Florida Statutes,

including section 119.0712(2), Florida Statutes.

C. The Contract may be terminated upon thirty (30) days notice in writing to the Contract Manager without
penally to either party. All obligations of either party under the contract will remain in force during the thirty

{30) day notice period.
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IN WITNESS HERETO, the PARTIES have executed this Agreement by their duly authorized officlals.

Requesting Party: Providing Agency:
| 9 Party Florida Department of Highway Safety
Immigration and Customs Enforcement and Motor Vehlcles
{ Name .2900. Apalachee Parkway

Gompeny{Agoney Tallahasses, Florida 32399

865 SW 78th Ave '
Stroot Addross

101

’ Sulte

Plantation, FL 33324
Clty, State Zip Code

ot
4—-——‘-’_—..— ’
M icore : (b)(8),(b)(7)(C)

Printed/Typad Name
Field Office Director . Chief of Purchasing & Contracts
) ‘ 2

Titls

7//;///3

Date i Dale
| {b)(6),(b)}7)C)

E-Mall Address

954-236 |fh‘|f?‘u: I

Phone Number
954-236-4926

Fax Nurnber

Technlcal Contact for FTP, Program Accoss
L ®6).e00C) |

Printed ol Nama

(b)(6).(b)}7)C)

E-Mail Address

954-843{(b)(6).(b

Phone Number

Polnt lication Access
| (b)(6),(b)7)(C) ' '

Printoditypoed Name
| __(B)(B),(bX7)C)
E-Mall Address ’

954-843 |.|"h‘|.|"?‘|.|"f,“|

Phone Numbar
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